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iboss Zero Trust Edge for
Education

Overview

Secure student Internet access on any device,
from any location, in the cloud

The iboss Zero Trust Edge protects student Internet access
regardless of location to ensure CIPA compliance and
security is always in place. The iboss Zero Trust Edge lives in
the cloud and eliminates the need to purchase and install
web filtering appliances. As school bandwidth increases,
iboss Zero Trust Edge automatically expands to handle the
growth ensuring students, teachers and staff always have
fast, secure and compliant connections to the cloud.
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High risk activity from at risk students isn't always

constrained to activity performed on campus.
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Provide students with a consistent filtering
policy whether they are on campus or at home

With one to one initiatives, the goal is to assign one laptop to every child so that digital learning can
continue at home. The challenge is that CIPA compliance must be met for all school owned devices
regardless of location. With traditional web gateway appliances, filtering students while at home is
challenging as the equipment for filtering typically resides on campus. With the iboss Zero Trust Edge,
security follows the student, as it is delivered in the cloud. The school issued device is always
connected to iboss and without the use of a VPN. This ensures that the same level of protection and
compliance is applied to a student regardless of whether they are on campus or at home. This also
alleviates the challenges of securing one to one devices by leveraging a cloud solution that can be
deployed in minutes.
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Students go mobile with devices & laptops
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Fast and uninterrupted
connections during testing
season by leveraging the
cloud

State testing has moved to the cloud. This means schools
will need more bandwidth than ever as both testing and
school classrooms are connected to the cloud at the same
time. Testing content is becoming more rich in nature and
any slow downs or interruptions lead to high stress IT
departments. With iboss students can complete state testing
with fast connections as data is secured in the cloud. This

alleviates stress during this critical time so IT Administrators

can focus their efforts on other critical areas.
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Web Filtering for CIPA
Compliance

Streamline web filtering and CIPA
compliance for students whether on
campus of at home
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Automatic Safe Search

Enforcement

Enforce Safe Search across search
engines including Google, Bing, Yahoo
and YouTube

©)
Identify High Risk Students and

Weh Activity

Helps detect at-risk and high-risk
students sooner to avoid tragedies

©)
Granular Student Web Activity

Reports

Generate detailed web activity history
reports for any student which includes on-
campus at home Internet use

©)
Create Teacher and Student

Based Policies

Flexible filtering polices for teachers vs.
students across any device on or off
network

Q)
Ensure Fast Connections During

State Testing

Achieve seamless and uninterrupted state
testing

©)
YouTube and Social Media

Controls

Safe access to Google, YouTube and
social media including Safe Search
enforcement

©)
Cloud Web Security for One to

One Initiatives

Easily take home devices in the cloud to
ensure CIPA compliance at all times
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iboss Classroom Management

Visually monitor the activities of all of
your students, from any location

Take the next step in shifting to the world's
largest security platform built for the
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Sign up for a demo to see how the iboss Zero Trust Edge prevents breaches by making
applications, data and services inaccessible to attackers while allowing trusted users to securely
and directly connect to protected resources from anywhere.




