iDOSS

Secure Access Service Edge

SASE

SaaS Network Security, Delivered in the Cloud

Market Evolution

The Future Of Network Security Is In The Cloud

EVOLUTION OF NETWORK SECURITY

Future: Shift inspection Engines to the Cloud

Past: Consolidation of Perimeter into Firewall Present: Shift of Perimeter to the Cloud

= Movement away from traditional perimeters dus
to increasing adoption of cloud-based / hybrid
cloud architectures

* Reduced number of physical egress points,
resulting in fewer appliance deployment
opportunities

= Transformational infrastructure shift izading

* Led to creation of next-gen-firewalls (NGFW) with
to exponential increase in bandwidth

integrated IDS / IPS, malware protection,

advanced threat protection, URL filtering, content of encrypted traffic
blocking, etc
* $20B+ appliance market{1) presents
massive opportunity for disruption from the cloud
Industry impact Industry impact
* Industry incumbents sttacked market with robust * Rise of cloud-first entrants

NGFW offerings
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* Leading security vendors making notable strategic
acquisitions tc capitalize on cloud movement
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Network Paradigm Shift

iDWSS s “Ahead Of The Curve”

COMPANY DATA CENTER

= Digital business requires access to

applicaticns

and services fram anywhere, at anyiime

* More users, devices, applications, services and
czia located outside of an enterprise than inside

* Complexity, Iatency and the need to decrypt and
inspect encrypted traffic increases demand for
censolidatien of networking and security-as-a-
service capabilities into 3 cloud-delivered Secure

Access Service Edge ("SASET)

= Need for a worl
network security capabilities

Industry impact

e fabric / mesh of network &

= PDWUSS enables ths most comprehensive, unified
implementation of SASE in the market today

= Competitors will need to either internally
develop oracquire to fill significant gaps in their
portfalic to enable a true SASE architecture
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Proxy & Firewall
Network Security
Appliances

Connections on secure
company controlled
networks (unencrypted)
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Applications & Data
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Users Go Mobile

Desktops change to laptops
and users are no longer in
the netwark perimeter.

Encrypted Traffic

Unencrypted traffic shifts to
encrypted HTTPS traffic due
to mobility.

Cloud Applications and
Files

Applications move from
servers to SaaS, and data &
files move to online storage
& access
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Exponential Bandwidth Explosion

SSL/TLS/HTTPS Encrypted Traffic

Users go mobile with devices & laptops

Bandwidth Explosion

Increased bandwidth usage
dus to remote users
accessing remote cloud

data needed for productivity.

Security Moves to Cloud

Data Center network
security moves to the cloud
where the users,
applications, and data live



iDWSS Cloud-Native & Containerized Security Architecture

Secure Intemet Access On Any Device, On Any Network,
From Any Location, On Any Cloud
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Containerized architecture Global s Private Cloud
allows microservices to Datacenter ais' verizon’ N et Data Center

concurrently run across
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Single-pass scanning,
clastically scales Authentication | SSL Decryption | SSL Re-Encryption
horizontally across any
cloud
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Secure Access Secure Edge (SASE)

The Convergence and Inversion of Network & Security Architectures

Enterprise demand for SASE capabilities in a cloud-based platform, will redefine enterprise network and network security architectures,
ultimately reshaping the competitive landscape.

Network-As-A-Service “ Network-Security-As-A-Service
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According to Gartner® by 2025, at least 60% of enterprises will have explicit
strategies and timelines for SASE adoption encompassing user, branch and
edge access, up from 10% in 2020."




Secures Internet Access on Any Device, from Any Location, in the Cloud

Reduction in
Complexty & Cost

- :bib@ss IMPLEMENTING THE SASE MODEL WITH EASE

CLOUD
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Global Cloud Footprint

Global cloud security feetprint nsures close
gateway capacity for fast cleud connections

Eliminate Network Security

1%
Enable New Digitai Improvement in Easeof Use/

Business Scenarios Performance / Latency Transparency for Users

SASE BENEFITS & USES

Increased Effectiveness Of
Improved Security Network
& Network Security Staff

Low Operational Centralized Policy With
Overhead Local Enforcement
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Security Follows the User

and Device

Achieve lewer latency, faster speeds, and
Increased preductivity by bringing netwerk
security te the user instead of forcing traffic
through datacenter-hosted security appliances
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Eliminates Data Backhaul

Enable Zero Trust
Network Access
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Designed for Compliance

GPPR achieved through configurable ¢ oud zones
and containerization
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Containerized Cloud Architecture

Appliances

Results In a sustalnatﬂe path fora cloud-f'rst

future

Reduces unnecessaly lead en MPLS and SB-WAN M grate all features feund in netwerk security
branch effice gonnectiens by spitting cleud traffic appliances te a Security as a Sesvice model

drectly te cleud security

delivered in the cleud

The iboss Cloud Platform Enables the Most Comprehensive Implementation of SASE in the Market
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Network +

Iboss’ expertise covers the majority of services w thin the

SASE model

Network Security Capabilities:

Resultsin vendor consolidation

Customers can build on top of iboss as a foundational

platform for their security stack
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Distributed Edge
loT, Edge
Computing Locations
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iDWSS capabilities

Bandwidth Cloud App
Optimization Discovery

Caching DLP

Cost Optimization Firewall

Network Encryption
& Decryption

User, Device, & App Obfuscation /
Latency Policy-Based Context Privacy

DNS Protection

Geo Restrictions

Path Resilience / ® Identity / Credentials Sensiive Dath
Redundancy ® Risk/ Trust Assessment Discovery

® Role

QoS SWG

Location / Time
Threat Prevention
/ Detection

Routing &
Path Selection

Device Profile

Saa$ Acceleration UEBA / Fraud

Traffic Shaping Wi-Fi Protection

Remote Browser

Isolation SDP
- WAF / WAAP
Hardware-Independent: Compl ive SASE
Security-as-a-Service delivered in the cloud with a full Partners with top platforms for built-in integrations.

software stack
single, multi-tenant cloud platform

Partners with SD-WAN and other best of-breed providers
1o address needs of hybrid-cloud customers

Built on ahorizontally & automatically scaling

containerized / microservices architecture



Take the next step in shifting to the world's
largest security platform built for the future.

Sign up for a demo to see how the iboss Cloud Platform closes network
security gaps, reduces costs, and helps empower your remote workforce.
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iDOSS

SASE | Secure Access
Service Edge

Eliminate Network
Security Appliances

User and Group Based
Policies

Remote Browser
Isolation

Secure Mobile Users

Dedicated Cloud IP
Addresses

iboss + FireEye Cloud
Network Security

Microsoft 365 Features &
Integration

Make MPLS and SD-WAN
More Efficient with Cloud
Security

YouTube and Social
Media Controls

Cloud Web Security for

One to One Initiatives

iboss Classroom
Management

VPN Offload for Work
From Home Users

Private Access VPN
Replacement

Detailed Logging and
Reporting

Support For All Operating
Systems

Extend into Private Cloud

Outbound Firewall
Protection

Cloud-Based Branch
Office Web Security

Stream Cloud Logs to
Any External SIEM

Web Filtering for CIPA
Compliance

Automatic Safe Search
Enforcement

Identify High Risk
Students and Web
Activity

Complete Data Isolation
& Extensible Platform for
Government Entities

The Best Symantec
Bluecoat Replacement

Best Malware Defense
CASB Cloud Application
Visibility & Controls
Inspect SSL Traffic

Cloud DNS Protection for
BYOD and Guest
Networks

Cloud Infrastructure
Protection for Azure and

AWS

Integrates with your
existing security stack

Terminal Server
Protection in the Cloud

Granular Student Web
Activity Reports

Create Teacher and
Student Based Policies
Ensure Fast Connections

During State Testing

Ensure GDPR Compliance

Ready to get started?

Get Remote Workers
Connected to Web Faster

Get Faster Connections
to Office 365

Eliminate or Reduce Data
Center Infrastructure

Cloud-Delivered Network
Security, Saa$ Platform

Extend Microsoft Cloud
App Security for MCAS

Complete Data Isolation
& Extensible Platform for
Government Entities

Natively Integrated Into
Microsoft Ecosystem

Zero Trust Network
Access

Considering the switch to
a SASE cloud platform?

The Best McAfee
Replacement

Cloud Security For Azure
Firewall Manager

IDC Value Report
1DC Value Calculator
Cloud Data Centers
Cloud Compliance
Cloud Stats
Whitepapers
Solution Briefs
Case Studies
Demo Videos
Reviews

Events

Blog

REQUEST A DEMO

Contact Us
Contact Support
Support Portal
Partners

Tech Alliances
Leadership
Careers

Patents

Awards

News

FAQs






