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Terminal Server Protection
in the Cloud

Easily secure user Internet access on
Windows Terminal Servers using iboss cloud
with per-user and per-group based policies
and reporting

Traditionally, Windows Terminal Servers have been secured by proxying user data
to on-prem web gateway appliances. If user-based policies and reporting were
required, NTLM or Kerberos was the standard choice to accomplish that
requirement. Unfortunately, NTLM and Kerberos are not cloud based technologies
and are restricted to local network use. This causes friction when transitioning to
the cloud as the need to secure users on Windows terminal servers on a per-user
basis is still required. The iboss cloud easily secures users on Windows Terminal
Servers in the cloud without complexity and can be configured in seconds.
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Secure user Internet access
on Windows Terminal
Servers in the cloud

The iboss cloud provides an easy to install agent that

boss e
o automatically protects user Internet access for any user
accessing the Windows terminal server The iboss cloud for
Windows agent is provided in MSI format and can be
pushed to the Terminal Server using Active Directory
mm iboss cloud for mm Windows Terminal Group Policy. The iboss cloud terminal server agent is
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the installation of the required MITM SSL decryption

I
L] : certificate for users on the terminal server so that
T selective SSL decryption can also be achieved in the
cloud
iboss cloud for - L]
Chromebook U iboss dovte, u



Unique user and group
based policies for o o o = B
users accessing the

Windows Terminal : -
Server -

P
-
o 28 ' Reporting with username
;. association for Windows
8- i terminal sessions
: o

The iboss cloud will also generate reporting log events and drill down reports
with data correlated to specific users of the Terminal Server. This allows for
granular reporting and the ability to generate user-based reports. The iboss cloud
can stream these user-based logs to external SIEMs, Security Operation Centers
and Managed Security Service Providers directly from the cloud.

Buy Now Contact Us

The iboss cloud can secure user Intemet access on any device, Get in touch with a technical specialist
from any location, in the cloud. Best of all, you can start using for a live demo.
itimmediately to protect your users instantly.

North America Sales:

What you get B77-742-6832 X1
Contact local distributor or:

In the cloud Internet security

Advanced Internet malware protection that follows users International Sales:
858-568-7051 X1

Advanced cloud and Saas controls .
Contact local distributor or:

Web filtering and compliance controls
Internet security for in-office users without appliances

EMEIA Sales:
Branch office Internet security without data backhaul +44 20 3884 0360

And a lot more.. Contact local distributor or:




Support Overview Request Demo
Open a Ticket Request Information

North America Support:

support.na@ibosscloud.com

support.latam@ibosscloud.com
EMEIA Support:

+44 (0) 2
support.emeia@ibosscloud.com

emeia@iboss.com

support.apac@ibosscloud.com






