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The Platform

Secure User Internet Access
Wherever Users Roam

The iboss cloud shifts the focus from following
perimeters to following users. This includes users inside
the organization’s four walls and on the road. With
applications running in the cloud, this ensures protection
is consistent in and out of the office.

Traditional network security appliances such as
Secure Web Gateways are purely designed to
protect rigid network perimeters. The problem is,
users are everywhere and the critical business
applications have moved to the cloud making them
d I ® accessible from anywhere. This includes Microsoft
l 0 S s Office 365 which has changed the way businesses
operate providing incredible value in the cloud.
The iboss cloud lives in the cloud where the
applications live. This means protection is delivered
in the same way cloud applications are delivered.
Protection for users is always on as users move
from place to place and more applications shift to
the cloud. This gives IT Security teams the coverage
they need today and cloud strategy they need
tomorrow.
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Security for mobile users in
the cloud
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Consistent protection in the
office or on the road

Leverage the cloud to protect
mobile user cloud access and
eliminate security blind spots
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Protection via the cloud
guarantees consistent
security and feature-parity for

all users regardless of user
location

Apply filtering, compliance,
malware defense, and data
loss prevention regardless of
user location
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Instantaneously protect cloud

access for 5 users or 10,000

by leveraging the multi-tenant
iboss cloud



Security for Mobile Users in
the Cloud

Typical on-prem strategies for protecting mobile users
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Leverage the cloud to protect mobile
user cloud access and eliminate
. . security blindspots
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Apply filtering, compliance, .
malware defense, and data loss T
prevention regardless of user
location

The iboss cloud provides secure cloud access by scanning
data as users access the cloud. As data is scanned in the

cloud, administrators can apply web filtering policies, scan

data for malware and infections, and create rules to prevent

data loss. When a policy is created, that policy is applied

equally and consistently, as the iboss cloud handles :
applying the policy to end user traffic regardless of location. y

Malware protection includes best of breed signature and
signature-less protection which leverages iboss engines and
feeds as well as malware engines and feeds from top ranked
vendors which are automatically included with the malware

protection package.



Consistent Protection in the
Office or on the Road

Consistent and effective protection must be applied to cloud
access regardless of user location in order to ensure an
organization’s users are adequately protected. Having a very
high level of protection for users while they are in the office
only to have minimalist protection while those users are
outside of the office results in more malware infections which
leads to lost productivity, increased IT costs and increased
data loss.

Protection via the cloud guarantees consistent
security and feature-parity for all users
regardless of user location

Alternative Secure Web Gateway appliance
vendors that do not have a cloud-first approach
add mobile and branch office support via a “cloud
bolt-on” capability. This appliance-first bolt-on
approach may result in a single interface, but that
single interface is a mere abstraction that there
are actually two distinct platforms that are being
glued together. The on-prem platform tends to be
robust while the cloud add-on capability is limited.
This results in an inconsistent user experience as
traffic traverses the on-prem web gateway
appliances while in the office and the cloud
module while on the road. In addition, this limits
administrators from creating policies that are
consistent regardless of user location. Usually this
leads to a lower security posture and challenges
for IT as equal protection cannot be applied to
usersin the same manner between the office and
the road.

The iboss cloud is a single cloud platform which
means that all features, capabilities and
protection are applied in exactly the same way,
regardless of whether the user is in the office or
on the road. IT and Security Staff can create
filtering policies, malware prevention rules and
data loss prevention policies that protect users
without worrying about how that policy will make
it to the user. The iboss cloud is delivered in the
cloud and protects users in exactly the same way
in the current borderless network world.
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The iboss cloud can secure user Internet access on any device,
from any location, in the cloud. Best of all, you can start using
it immediately to protect your users instantly.

What you get

In the cloud Internet security

Advanced Internet malware protection that follows users
Advanced cloud and SaaS controls

Web filtering and compliance controls

Internet security for in-office users without appliances
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Branch office Internet security without data backhaul

And a lot more...
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Support Overview
Open a Ticket

Request Demo
Request Information

North America Sales:
877-742-6832 X1

t local distributor or:
sales@iboss.com

North America Support:
235 3y

877-742-6832 X3

support.na@ibosscloud.com

LATAM Support:

+52 (55) 41696270 International Sales:
support.latam@ibosscloud.com 858-568-7051 X1

G tl distributor or:
sales@iboss.com

EMEIA Support:

+44 (0) 203 7908289
support.emeia@ibosscloud.com EMEIA Sales:
+4 3884 03
- Contact local distributor or:
£ emeia@iboss.com

APAC Support:
+63 (45

support.apac@ibosscloud.com

Instantaneously protect
cloud access for 5 users or
10,000 by leveraging the
multi-tenant iboss cloud

Traffic from users is automatically routed through iboss
cloud gateways before reaching their ultimate destination in
the cloud. By routing traffic through iboss cloud gateways,
the data can be scanned tor malware and 1ntectlons as

well as filtered for compliance

Because users are mobile and will connect to the cloud
from various locations around the world on networks
outside of the organization’s control such as coffee shops
and airports, it is important to have Internet traffic from
users flow through the closest iboss cloud gateways for all
web transactions. To do this, iboss cloud provides a variety
of data redirection methods that will automatically route
data from user devices through a containerized gateway in

the iboss cloud

= Contact Us

Get in touch with a technical specialist
for a live demo.

North America Sales:
877-742-6832 X1
Contact local distributor or:

International Sales:
858-568-7051 X1
Contact local distributor or:

EMEIA Sales:
+44 203884 0360
Contact local distributor or:
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