iDOSS

iboss cloud for Education

Overview

Secure student Internet access on any device,
from any location, in the cloud

Extends protection
across all student
devices regardless of
location, including on
campus and at home

High risk activity from at risk students isn't
always constrained to activity performed on
campus. Since the iboss cloud follows the
student in order to provide protection at all
times, it has the ability to provide visibility
to high risk activity while the student is off
campus and at home. This is critical in
providing the visibility needed to prevent
tragedies on campus and create the
investigative reports necessary to deal
with a high risk circumstance.

The iboss cloud protects student Internet access
regardless of location to ensure CIPA compliance
and security is alwaysin place. The iboss cloud lives
in the cloud and eliminates the need to purchase and
install web filtering appliances. As school bandwidth
increases, iboss cloud automatically expands to
handle the growth ensuring students, teachers and
staff always have fast, secure and compliant
connections to the cloud.

Any Service
1 -
{ Saas Open Internet Public Cloud
boox  §] A szure
[ YAHOO!

42 ovopioon " aws Y
UL RPe— ] Goge  wmim
L )

Any cloud Any engine

TDWSS Network-Security-as-a-Service, Delivered In The Cloud

‘ ibuss iboss iboss iboss

Tt aws vertzon” At
& ® L4 @ @ L7
Fiewwall cass Praxy Malware Detection [ Reporting

Authentication | SSL Decryption | SSL Re-Encryption

ibwss

Privase Cioued

Data Cartzs

Any Network
n
Ak
Mobile Network Branch Office Headquarters
o
Any Device
=] o ] =] &

Deskiop Laptop Tablet Server

IoT




Provide students with a consistent filtering
policy whether they are on campus or at home

With one to one initiatives, the goal is to assign one laptop to every child so that
digital learning can continue at home. The challenge is that CIPA compliance must
be met for all school owned devices regardless of location. With traditional web
gateway appliances, filtering students while at home is challenging as the equipment
for filtering typically resides on campus. With the iboss cloud, security follows the
student, as it is delivered in the cloud. This ensures that the same level of protection
and compliance is applied to a student regardless of whether they are on campus or
at home. This also alleviates the challenges of securing one to one devices by
leveraging a cloud solution that can be deployed in minutes.
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Students go mobile with devices & laptops

Users Go Mobhile Encrypted Traffic Clloud Applications and Bandwidth Explosion Security Moves to Cloud
Files
Desktops change to laptops Unencrypted traffic shifts to Increased bandwicth usage Data Center network security
and users are no longer in encrypted HTTPS traffic due Applications move from due to remote users moves to the cloud where
the network perimeter to mobility. servers to 5335, and data & accessing remote cloud data the users, applications, and
files move to online storage needed for productivity. data live.
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Enforce safe search on
Google, Bing and Yahoo

Safe search can automatically be enabled WSS T

and forced across popular search engines B S

such as Google, Bing and Yahoo. The Sl

Advanced Cloud & Saas Controls (2]

setting is enabled automatically and
transparently to the user. In addition,
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enforcing safe search can be enabled on a

per-group basis so that staff can have full

~ Search Engine Controls

access to search results when needed.

Google Safe Search Enforcement e Search Giabaly

Staff members can also override safe

Search for Current Group

Yahoo Safe Search Enforcement  Dicabe

search results on-demand by creating
override groups.
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Web Filtering for CIPA
Campliance

Streamline web filtering and CIPA
compliance for students whether on
eampus or at home

©)
Automatic Safe Search
Enforcement
Enforce Safe Search across search

angines including Geogle. Bing, Yahoo
and YouTube

O
Identify High Risk Students and

Web Activity

Helps detect at-risk and high-risk
students sconer to avoid tragedies

Fast and uninterrupted
connections during testing
season by leveraging the
cloud

State testing has moved to the cloud. This means
schools will need more bandwidth than ever as
both testing and school classrooms are connected
to the cloud at the same time. Testing content is
becoming more rich in nature and any slow downs
or interruptions lead to high stress IT departments.
With iboss cloud, students can complete state
testing with fast connections as data is secured in
the cloud. This alleviates stress during this critical
time so IT Administrators can focus their efforts on
other critical areas.
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Granular Student Web Activity

Reports

Generate detailed web activity history
reports for any student which includes
on-campus st home Internet use

Q)
Create Teacher and Student

Based Policies

Flexible filtering palices for t=achers va.
studenits across any device on or off
network

Q)
Ensure Fast Connections During

State Testing

Achieve seamless and uninterrupted
state testing

YouTube and Social Media
Controls
Safe access to Google, YouTube and

social media including Safe Search
enforcement

©)
Cloud Web Security for One to

One Initiatives

Ezaily take home devices in the cloud tor
enaure CIPA compliance at all times

Q)
iboss Classroom Management

Visually manitor the activities of all of
your students, from any location



Buy Now =

The iboss cloud can secure user Internet access on any device,
from any location, in the cloud. Best of all, you can start using
it immediately to protect your users instantly.

What you get

In the cloud Internet security

Advanced Internet malware protection that follows users
Advanced cloud and SaaS controls

Web filtering and compliance controls

Internet security for in-office users without appliances
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Branch office Internet security without data backhaul
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And a lot more...

Support Overview Request Demo

Open a Ticket Request Information
North America Support: North America Sales:
877-742-6832 X3 -6832 X1
support.na@ibosscloud.com Contact local distributor or

sales@iboss.com
LATAM Support:

+52 (55) 41696270

support latam@ibosscloud.com

International Sales:

7051 X1

| distributor or.
sales@iboss.com

EMEIA Support:

+44 (0) 203 7908289
support.emeia@ibosscloud.com EMEIA Sales:

+44 20 3884 0360
Co t

emeia@iboss.com

APAC Support:
+63 (45) 4571057

support.apac@ibosscloud.com

| distributer or.

= Contact Us

Get in touch with a technical specialist
for a live demo.

North America Sales:
877-742-6832 X1
Contact local distributor or:

International Sales:
858-568-7051 X1
Contact local distributor or:

EMEIA Sales:
+44 20 3884 0360
Contact local distributor or:
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